
1)      TECHNICAL SUBJECT PAPER-I -200 Marks

1.       Discrete Mathematics:                                                                                               40 Marks
Set   Theory    foundation   mapping    (bijective,    surjective,    injective);    Relations   -
equivalence;   Poset;   Lattice;   Mathematical  Induction;   Propositional  Logic;   Logical
Equivalence;    Permutation    and    Combination;    generation    functions;    Recurrence
relation;  Concept  of Graph  Theory  (Sub-Graphs;  Cyclic  Graphs);  Trees  (Sparming
Trees);    Algorithms    (Kruskal's,    Prim's,    Dijkstra's,    Floyd's,    Warshall's,    DFS,
BFS); Isomoaphism;    Homomoxphism   of   Graphs;    Finite   Automata   (Construction
& Conversion  of NFA,  DFA,  State  minimization,  Mealy  machine,  Moore machine);
Definition of Grammars (Type 0,1,2,3); Fuzzy sets -Basic properties.

2.       Computer Architecture and organization:                                                       40 Marks

Digital   Computer   -   Introduction,   General   Organization,   Functional   Units,   Basic
Computer  Organization  and  Design;  Computer  Registers,  Register  Transfer,  Micro
Operation,  Bus  System,  Timing And control  Signals,  Generation of Control  Signals,
Instruction  Cycle;  Determination  and  Execution  of  different  types  of  Instructions;
Machine Language; Assembly Language; Assembler; Program           Loops  and
Subroutines; Control unit (Hardware and Microprogrammed Control); Elements of the
Design of control unit from Control Flow Diagram; Signed Magnitude Representation;
Floating Point Representation of numbers; BCD Representation; Addition; Subtraction;
Multiplication and Division    of   numbers in different types of representation;   General
register   Organization,   Stack organization;   Instruction Formats;  Addressing Modes;
RISC;   Input/Output;   Peripheral   Devices;   Necessity   of Inter facing;  Asynchronous
function of I/O and I/0 bus; Modes of I/O transfer; Memory Hierarchy,  Main Memory,
Virtual   Memory   System;   Pipeline   and   Vector   Processing;  Parallel   processing;
Arithmetic  and  instruction Pipelining;  Vector Processing-array processor.

3.       Data structures and AIgorithm                                                                           60 Marks

Array and Strings; Packing; Space array; Algorithm development; complexity; simple
example   of  Algorithm   development;   recursion;   Sequential   Search;   Divide   and
conquer   binary    search;    selection   and   insertion   sort;   merge    sort;    quick   sort;
complexity  of  sorting;  Linear  list;   Stack;   Stack  use  -  post fix  notation,  recursion
removal;  operation  on  stack;  Arithmetic  Expression  Evaluation;  Recursion;  Queue;
Implementation  of  Queue  in  Computer  memory;  Queue  as  an  Abstract  data  type;
operation  on  queue;  Application  of  Queue;  dequeue;  Priority  Queue;  Graphs  and
Representation Sets - UNION and FIND operations; Graph Algorithms; Optimization
and  Greedy  Method;  minimum  sparming  tree;   Shortest  path;   Trees;   AVL  Trees;
threaded trees; heap sort; trees and B-trees; extemal search.

4.       Operatingsystem                                                                                                   60 Marks
Introduction of OS objective and function; The Evaluation of OS; Batch; interactive;
time-sharing and real time system; Protection;  OS  Structure;  System components;  OS
service;   System   Structure;   Concurrent  Processes;   Process   Concept;   Principles   of
concurrency;    The    Producer/consumer   problem;    The    critical    section   problem;
Semaphore;   Classical   problems   on   concurrency;   Inter   Process   Communication;
Process   Generation;   Process   Scheduling;   CPU   Scheduling;   Scheduling   Concepts;
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Performance  Criteria;  Scheduling  Algorithms;  Algorithm  evaluation;  multiprocessor
scheduling;    Deadlocks;    System    model;    Deadlock    characterization;    Prevention;
avoidance   and  detection;   Recovery   from  deadlock  combined  approach;   Memory
management;   Base   Machine;   Resident   Monitor;   Multiprogramming   with   fixed
partitions;   Multiprogramming   with  variable   partitions;   Multiple   Based   Registers;
Paging;  segmentation;  Virtual Memory concept;  Demand paging;  Performance;  Page
replacement algorithm; Allocation of frames; Thrashing; cache memory organization;
impact  performance;  I/0  Management  and  Disk  Scheduling:  I/0  devices  and  the
organisation of the  I/0  function;  I/0 buffering;  Disk I/0;  Operating  System Design
issues;   File   system;   File concept-  File  Organisation  and  access  mechanism;   File
directories
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2)      THCHNICAL SUBJHCT PAPER-II -200 Marks

1.       Object oriented programming 40 Marks

Introduction  of  OOP;  application  of  OOP;  process  of  OOP;  Classes  and  Objects;
Overview   of   Classes   and   Objects;   Class   definition;   class   specifiers;   defining
member  functions;   Memory   allocation  for  objects;   array   of  objects;   constructor;
destructor;   Polymoxphism;   Function   of  Overloading;   uses   in   program;   operator
overloading;   defining   operator   overloading;   limitations   of  operator   overloading;
overloading unary and binary operators; Inheritance and its types with examples; virtual
functions; pointers to object; pure Virtual Functions and its implementation in program;
managing I/0 operations; I/0 streams; File handling with OOP; Error handling  in  file
operations;  random  file  access;  exception  handling  methods; throwing mechanism;
catching mechanism; string characteristics and uses;

2.       WebTechnologies                                                                                                    60   Marks
Modern Web Development and Full Stack Engineering: Evolution of the Internet and
Web  Architecture;   Client-Server  Communication;  HTTP/HTTPS;   DNS   and  Web
Hosting;  HTML  Semantic  Elements,  Forms,  Multimedia,  Canvas,  SVG  and  Web
Accessibility  Standards;  CSS,  Flexbox,  Grid,  Responsive  Web  Design;  Git  Version
Control; Javascript,      DOM      Manipulation,      Event      Handling,      Asynchronous
Programming,   JSON   and   Fetch   API;   Frontend   Development   using   Javascript
Framework  including   Components,  Routing,   State  Management,   Forms  and  API
Integration;   Backend  Development  using  PHP   -  Python;   RESTful  Apls,   CRUD
Operations,   Middleware,   Authentication   and   Authorization,   Session   and   Cookie
Management;    ORM    Concepts,    Websockets;    Serverless    Computing,    Docker,
Kubemetes   and   CI/CD   Pipelines;   Linux  Administration,   Web   Servers   -  Nginx,
Deployment and Monitoring; Web Security Fundamentals including OWASP Top 10,
HTTPS,  SSL/TLS,  CSRE,  XSS  and  SQL  Injection  Prevention;  MVC  Architecture;
Microservices   Architecture,   SOLID   Principles,   Dependency   Management,   Event-
Driven  Systems,   Caching and Queue  Management;  AI-assisted  Web  Development,
Generative   AI   Apls,   Model   Context  Protocol   (MCP),   Web   Analytics,   Scalable
Deployment,  Ethics,  Privacy  and  Legal  Aspects  of Modern  Web  Applications.
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3.       Database Management systems                                                                          60 Marks
Introduction  to  Database  System  concepts  and  Architecture;  data  models; schemes
and  instances;  data independence;  Database  language  and  interface; Data  Modelling
using   the   Entity-Relationship   model;   ER   Model   concepts;   SQL;  Basic    Query
Statement;  Database  Design;  Functional  dependencies;  Normal forms;  First,  second,
third,     fourth    and    BCNF;     Inclusion    dependencies;     Query   Processing       and
Optimisation;    Algorithm    for    executing    query    Operations; Heuristics for query
optimization;   Transaction  processing   Concepts;   transaction  and  system  concepts;
Schedules   and   Recoverability;    serializability   of   schedules;   Concurring   Control
Techniques;    Lockingtechniques    forconcurrency    control;    Time    Stamping    and
concurrency control;

4.       Cloudcomputing                                                                                                   40Marks
Cloud Architecture and Distributed Systems: Evolution of Distributed, Edge and Cloud
Computing;   NIST   Cloud   Architecture;   Cloud   Deployment   and   Service Models
(Iaas,   Paas,   Saas,   Serverless);   Cloud-native  Architecture,   Microservices,  Service
Mesh, Elasticity, High Availability, Load Balancing, and Sustainable Cloud Computing.
Virtualization and Cloud Infrastructure: Virtual Machines, Hypervisors, Full and Para
Virtualization;  CPU,  Storage,  and  Network  Virtualization;      Containers,      Docker
Architecture,     Kubemetes orchestration, Resource   Management,   Infrastructure   as
Code  using  Terraform  and  Ansible, CI/CD Pipelines,  and Devops Practices.  Cloud
Storage,   Compute,   Networking,  Managed     Databases,      Serverless      Computing,
Monitoring   and   Observability, Openstack, Hybrid and Multi-cloud Management, and
AI/ML Infrastructure. Cloud Security  and Governance:  Shared  Responsibility  Model,
IAM,   MFA,    Zero    Trust  Security,   Encryption,   Backup   and   Disaster  Recovery,
Container and Kubemetes Security, Devsecops, API Security, Virtualization Attacks,
Finops,  and  Service Level Agreements (SLAs)
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3)      TECHNICAL SUBJECT PAPER-Ill -200 Marks

1.         Computer Networks 60 Marks

Introduction  to  Computer  Networks  and  Layered  Architectures;  OSI  and  TCP/IP
Models; Protocol            Hierarchies      and       Network Design principles;    Data
Communication   Concepts;    Serial   and   Parallel   Communication;    Simplex,   Half-
Duplex  and  Full-Duplex  Communication;  Switching  Techniques  and  Multiplexing
Methods  including TDM,  FDM,  WDM and  Statistical Multiplexing;  Error Detection
and Correction Techniques including CRC, Checksum, Hamming Code, Forward Error
Correction     and     ARQ;     Network     Performance     Metrics,     QoS     and     Traffic
Management.  Internet  Protocol  Suite;  IPv4  and  IPv6  Addressing,  Subnetting  and
CIDR;  TCP,  UDP,  ICMP,  DHCP,  DNS,  HTTP/HTTPS,  SMTP,  FTP/SFTP,  SSH,
SNMP, RTP  and  Volp;  Routing  and  Switching  Fundamentals;  Static  and  Dynamic
Routingprotocols    including    OSPF,    BGP    and    MPLS;     SD-WAN    Concepts;
Wireless Networking including Wi-Fi 6/6E, 5G and Introduction to 6G;  Cloud, Edge
and IoT Networking Fundamentals; Zero Trust Networking and Secure Access Service
Edge (SASE)   Concepts.    Guided   and   Unguided   Transmission   Media   including
Fiber optics,   Twisted   Pair,   Coaxial   and   Wireless   Media;   Ethemet   and   Modern
LAN Technologies;  Physical  and  Logical  Topologies;  Network  Devices  including
Switches,  Routers,  Gateways,  Firewalls,  Access  Points  and  Modems;  Data  Center
Networking and Virtual LANs (VLANs). Network Operating Systems, Virtualization,
Container    and    Kubernetes    Networking;    Network    Security,    Access    Control,
Monitoring,   QoS,   Fault   Management   and   Disaster   Recovery;   Software   Defined
Networking   (SDN),   Network   Function   Virtualization   (NFV),   AI-driven Network
Management,    Network    Automation    using    Python   and   Ansible,    Devops    for
Networking, and Practical Networking using Wireshark, Packet Tracer and GNS3.

2.       Software Engineering                                                                                              60 Marks

Introduction to Software Engineering; Software development life-cycle; Requirements
analysis;   Software   design;   coding;   testing;   maintenance;   Software  Requirements
Specification;  Waterfall  Model;  prototyping;  interactive  enhancement;  spiral  model,
Agile Development, Role of management in software development;  Role of Metrices
and measurement;  Problem analysis  requirement specification,    validation,    metrics,
monitoring   and   control;   System   design   -Problem  partitioning,  abstraction,  top-
down   and   bottom-up   design,   Structured  approached,   Functional   versus   Object
Oriented   approach;   design   specification  and  verification  metrices;  monitoring  and
control;  Coding  -  Top-down  and  bottom-up,   structure   programming,   information
hiding,    programming    style    and    internal   documentation,   verification,   metrices,
monitoring and control; Testing -Levels of testing, functional testing, structural testing,
test plane, test cases specification reliability assessment; Software Project Management
-Cost estimation, Project scheduling,  Staffing,  Software  configuration  management,

Quality  assurance, Project Monitoring, Risk Management.

3.         Artificial Intelligence &  Machine Learning 40 Marks

Intelligent    Agents,    Environments,    and    Problem    Solving    through uninformed,
Informed, and Adversarial Search;  Constraint Satisfaction Problems (CSP) and Game



Theory   including   Alpha-Beta  Pruning;   Knowledge   Representation   and Reasoning
using    First-OrderLogic,    Syntax,    Semantics,    and    Inference    (Forward/Backward
Chaining, Unification, and Resolution); Planning        and           Reasoning             under
Uncertainty,    Probabilistic    Reasoning,    and    Bayesian    Belief Networks; Machine
Leaming Foundations including Linear and Logistic Regression, Gradient Descent, and
Concept  Leaming;  Supervised  Learning  via Decision   Trees   (ID3),   Inductive   Bias,
and  Support  Vector  Machines  (SVM); Unsupervised Leaming involving Clustering,
Mixture of Gaussians,  and Principal Component  Analysis  (PCA);  Neural  Networks,
Ensemble  Methods,  and  the  EM Algorithm; Reinforcement Learning tasks including
Markov   Decision   Processes,   Q-Leaming,    and    SARSA;    Deep    Learning    and
Transformer     Architectures,     including    Self-Attention    Mechanisms,    Multi-Head
Attention,   and  Encoder-Decoder  Frameworks;   Large   Language   Models   (LLMs)
involving Tokenization, Pre-training, Fine-tuning,  and  Prompt  Engineering;  Natural
Language   Processing   through Formal  Grammars,  Syntactic/Semantic  Analysis,  and
Machine  Translation;  and Advanced   Computational   Paradigms   including   Expert
Systems,   Fuzzy   Logic, Genetic Algorithms, and Swarm Intelligence.
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4.       Cybersecurity 40 Marks

CIA   Triad,    Zero    Trust   principles,    cyber   threats,    vulnerabilities,    cybercrime,
cybercriminal ecosystems, ransomware, AI-driven attacks, cyber ethics, Indian IT Act,
data  protection   laws,   modem   malicious   attacks   including   malware, ransomware,
phishing,   social   engineering,   wireless   and   IoT   attacks,   web application and API
attacks,  attack  vectors,  security  breaches,  and  countermeasures    such    as    MFA,
encryption,    endpoint   protection,    and   backup  strategies;     ethical     hacking    and
penetration   testing   methodologies   including OSINT,  WHOIS,  DNS  enumeration,
Netcraft,   email   harvesting,   Google   Dorking,  Shodan,  network  and  vulnerability
scarming, Nmap techniques such as SYN, FIN, NULL, XMAS,  and Idle  scans, barmer
grabbing,   OS   fingerprinting,   and   tools   like  Wireshark,     Nessus,     Burp     Suite,
Metasploit,    and    OWASP    Top     10;    intrusion detection  and  prevention  systems
including HIDS, NIDS, hybrid IDS, Snort, SIEM, SOC  operations,  threat  intelligence,
honeypots,   MITRE   ATT&CK   framework, incident response,  and log analysis;  and
enterprise  security  concepts  including firewalls, VPNs, network segmentation, cloud
security,  IAM,      Zero      Trust  Architecture,  EDR/XDR,  Devsecops,  Docker  and
Kubemetes security, AI-assisted defense systems, prompt inj ection attacks.
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